Risk Management for Terrorist Threats to Bridges and Tunnels

12 hours (1 ½ days)

Class size limited to 30 participants

Subsequent to the terrorist attack of September 11th, 2001, bridge and highway engineers faced new and largely unexpected challenges related to protecting the physical security of critical transportation assets against possible attacks.  Though the 9/11 events targeted buildings of significance, Al Qaida has also identified bridges and tunnels as potential targets.  In many circumstances, however, States do not have the traditional expertise to develop standards and ways to protect structures from a variety of threats that a terrorist may use to impact structures.  Highway agencies must identify the “missing” gaps and seek “best practices” guides and innovative techniques to enhance the security of their critical assets.

The workshop is designed to give Engineers and Managers the understanding to develop a cost-effective risk management plan for a structure using a component level analysis.  More specifically, they will learn to identify strengths and weaknesses of bridge and tunnel components, the damage to be expected for terrorist threats, and how to analyze the risk of each component to a specific threat.  Threats covered include the vehicle-borne improvised explosive devises (VBIED), hand-emplaced improvised explosive devices (HEIED), non-explosive cutting devices (NECD), fire and vehicle impact.

Agenda topics include:

· Introduction - Describe why bridges and tunnels are terrorist targets and provide an approach to develop a cost-effective risk mitigation plan for a structure.

· Threats - Identify several threats to bridges and tunnels and describe their effects on structures
· Risk Analysis
· Bridge Vulnerabilities - Identify vulnerable bridge members and calculate its vulnerability factor

· Occurrence and Importance – Identify and calculate factors that contribute to the likelihood and the consequences of an event and the importance of a structural component

· Risk Management – Calculate the relative risk of structural components to specific threats and select appropriate mitigation measures to reduce the relative risk

· Tunnel Vulnerabilities and Mitigation (optional) - Identify vulnerable tunnel components and associated structures and describe appropriate mitigation measures

For scheduling information contact Steve.Ernst@dot.gov or Shay.Burroughs@dot.gov
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